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KIDS SECURE

By now it is hardly a surprise that the Internet is woven into nearly every facet
of our daily lives. It should also come as no surprise that children are
discovering and learning how to use mobile devices, social media and other
online tools at an early age and in greater numbers. It is critical that parents
understand how often their children are online as well as the risks they will
encounter, in order to protect them from potential dangers.
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Text messaging 81%

Downloading and using apps 59%
Playing pre-installed games 53%
Mobile Internet 3%
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Live video calling 46%
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RESPONSIBLE SECURITY

"\ The Danger of Child Identity Theft (==

Other Information Privacy
Risks Parents Should Know

Installing malicious code on your child's computer
Greater susceptibility to hacking
Sensitive and private information exposure

Federal prosecution

Understand the Laws
Protecting Families

COPPA

Children's Online Privacy
Protection Act

Family Educational Rights Children’s Online Privacy
and Privacy Act (FERPA) Protection Rule (COPPA)

Gives parents rights regarding Limits the collection of personal
their children’s education records. data by operators of websites and
online service focused on children
under 13.

Responsible Security Tips
for Parents and their Kids

Receiving an IRS
notice that says
your child has not
paid income
taxes.

PROTECTING OUR KIDS
ONLINE PARENTAL CONTROL

Predatory Dangers
Kids Face Online

(O» Cyberbullying

33.8% of children between ages 12
and 17 have been cyberbullying victims.

» Sexual Predators

11n 7 children have been sexually solicited online,
according to the National Center for Missing and
Exploited Children in Alexandra, Virginia.

d
al

Exposure to Pornography
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Damaged Reputations and Embarrassment

Taking an Active Role in
Protecting Your Children

Communicate about online dangers, predators
v and cyberbullying

Create a supportive, open and positive
environment

Block inappropriate material
Keep computers in the common area
Spend time with your children online

Monitor their email and social media accounts

ESTABLISH STRICT ONLINE RULES, FOR EXAMPLE:

— 999

Never share Don't connect with Use good judgment Do not bully others
personal people whose identity ~ when sharing photos  online and do not stand
information. you don't know. and videos. for bullying.

online.maryville.edu
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